
Image Storage
No, you should not use multiple SD cards for long-term image storage!

While they are excellent for capturing photos inside your camera, they are highly unreliable for
archiving files.

Why SD Cards Fail as Long-Term Storage
• Flash Memory Degradation: SD cards use flash memory that requires regular electrical 

power to maintain its charge. Left unpowered in a drawer, they can lose data over time (data
rot). 

• Physical Fragility: They are small, easily misplaced, susceptible to water or static damage, 
and their thin plastic casings can easily crack. 

• Component Fatigue: The internal controllers on SD cards are cheap and prone to sudden, 
unrecoverable electronic failure without warning.

The Correct Way to Use SD Cards
• Temporary Transit Only: Treat SD cards strictly as a temporary bridge to move images 

from your camera to a secure computer or drive.
• Clear After Backup: Do not clear or format an SD card until you have verified that the 

images are safely copied to at least two other locations (like a local hard drive and a cloud 
backup).  

The 3-2-1 backup strategy
The absolute best way to store digital photos long-term is by using the 3-2-1 backup strategy: keep 
3 total copies, on 2 different types of media, with 1 copy stored securely off-site (such as in the 
cloud). This guarantees protection against hard drive failures, data corruption, and accidental loss. 

To set up a permanent, bulletproof photo archive, follow this step-by-step system:

1. Organize Your Files
Before backing up, consolidate and organize all your photos into a single, standardized folder 
structure (e.g., Year - Month - Event or YYYY/MM/DD). Store the master copies on your 
computer's main drive or a high-speed external drive HD / SSD.

2. Physical Backups (Local)
Never rely on a single physical drive, as technology degrades and drives can physically fail
. 

• Primary Physical Drive: Use an external Solid-State Drive (SSD) for your main working 
files, valued for their speed and durability.

• Secondary/Backup Drive: Use a traditional spinning external Hard Drive (HDD) to regularly
back up your primary drive.

• The Rule of Thumb: Plan to upgrade or replace your physical hard drives every 3 to 5 years 
to avoid data degradation or hardware obsolescence. 



3. Off-Site Backups (e.g. The Cloud)
Always maintain an off-site copy to ensure your memories are safe from localized disasters like 
fires, floods, or theft. 

• For automated backups: Connect your phone and computer folders to a cloud service like 
Amazon Photos, Google Photos or iCloud for seamless, "set it and forget it" 
protection. General Cloud drives: Google Drive and Microsoft OneDrive integrate easily 
and offer dedicated management features.

• For full-resolution archiving: Dedicated cloud backup providers like Backblaze offer 
unlimited, encrypted backups of your entire computer, preserving RAW and high-resolution 
files without compressing them. 

• Multiple NAS drives in separate locations can also fulfil this requirement

4. Advanced/Long-Term Options
For extreme long-term data preservation (10–20+ years) or substantial photo libraries, consider 
these advanced options:

• NAS (Network-Attached Storage): Systems like Synology sit on your home network. They 
can automatically mirror data across multiple hard drives (RAID) so a single drive failure 
won't result in lost data. 

• Archival Optical Media: Unlike standard recordable CDs, M-DISC utilizes a stone-like layer
that resists environmental degradation and can safely preserve files for decades. 

Alternatives for Multiple Backups

To store your images in multiple physical places, consider these alternatives:

• Two External Hard Drives (HDDs): Buy two matching portable hard drives. Copy your 
images to both, and store one at a friend's house or at work (off-site backup). 

• An External Drive + Cloud: Store one copy on a local external Solid State Drive (SSD) for
quick access, and sync a duplicate copy to a service like Google Photos or Amazon Photos. 

No storage medium is a "set and forget forever" solution. Technology evolves, and storage 
drives physically fail over time. You should periodically check your files for data rot, re-verify 
image integrity, and consider migrating your data to new drives or formats every 5 to 7 years. 


